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CYBERSECURITY: IMPLEMENTING BEST PRACTICES 
FOR PLAN SPONSORS 
Cyberattacks—attempts by criminals to deliberately and maliciously exploit computer systems to steal 
information or identities—have risen substantially over the past 16 years. According to the Federal Bureau 
of Investigation, since 2000, over 3.4 million internet crime-related complaints had been reported and in 
2015 alone, over $1 billion in losses were reported, with nearly 290,000 complaints received. 

Specifically, in the financial industry a 2013 
examination conducted by the Securities and 
Exchange Commission (SEC) highlighted how 
common cyberattacks have become. Among 
over 100 broker-dealers and registered 
investment advisers examined, nearly 90% 
of broker-dealers and almost three-fourths of 
advisers experienced cyberattacks directly or 
through one or more of their vendors.

The 401(k) market is not immune to destructive 
cybercrimes, as the trillions of dollars invested 
in retirement plan accounts have enticed 
criminals.

Plan sponsors increasingly face the dual challenge of providing online access to participants’ retirement 
plans while keeping their information secure from cybercriminals. Once online, participants’ names, 
account information and social security numbers can be vulnerable to a data breach. In addition, plan 
participants tend to check their accounts infrequently compared to a bank account. These factors elevate 
the necessity for plan sponsors to implement and maintain a strategy as well as keep current on best 
practices in cybersecurity.

Cybersecurity For ERISA Fiduciaries

The 2016 Employee Retirement Income Security Act (ERISA) Advisory Council has acknowledged the 
increasing challenge faced by plan sponsors. With the varying size and complexity of plans, including 
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ALLOCATION TO BALANCED FUNDS 
CONTINUES TO GROW 
Retirement plan assets are becoming more “balanced.” Over the 
past several years, 401(k) participants have increased their overall 
allocation to balanced funds. According to data analyzed by the 
Employee Benefit Research Institute (EBRI) and the Investment 
Company Institute (ICI), the percentage of assets in balanced funds 
within 401(k) plans has been steadily climbing from 15% at the end 
of 2007 to 25% as of year-end 2014. 
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401(k) Plan Average Asset Allocation In Balanced Funds  
(as a percentage of total assets) 

Source: Tabulations from EBRI/ICI Participant-Directed Retirement Plan 
Data Collection Project. Target date funds are included in this balanced 
funds category by EBRI and ICI. 

The EBRI/ICI research defined balanced funds in their research as 
funds that invest in both stocks and bonds and classified them into 
two categories:

1. Target date balanced funds

2. Non-target date balanced funds including asset allocation 
and hybrid funds

In fact, nearly 40% of plan participants had more than 80% of their 
assets in balanced funds as of the end of 2014. In this article, we 
take a look at the primary factors driving this increase.

The Impact Of The Default Option On Allocation

When introduced in 2006, the Pension Protection Act encouraged 
both the use of auto-enrollment in retirement plans and allowed for 
a percentage of retirement assets to be automatically invested in 
a “qualified default investment alternative,” which for the first time 
included target date and non-target date balanced funds.  

As a result, this encouragement of auto-enrollment successfully 
raised plan participation rates. In fact, for plans that offered auto-
enrollment, participation rates averaged nearly 90% at the end of 

2015 compared with a less than 50% participation rate for plans 
without auto-enrollment.*

In addition, with the introduction of balanced funds as a “qualified 
default investment alternative,” allocations to balanced funds in 
retirement plans increased. Younger plan participants in particular 
were increasingly invested in balanced funds. EBRI/ICI research 
revealed that newly hired employees in their 20s were more likely 
to have higher concentrations of target-date and non-target-date 
balanced funds than their newly hired older co-workers. In fact, 
nearly 56% of participants in their 20s had more than 90% of their 
account balances invested in these funds compared with less than 
51% of participants in their 60s. 

Understanding The Trend

What this trend reveals is that younger investors seem to have 
accepted the default balanced fund options provided in their 
retirement plan, rather than proactively selecting their own mix of 
stock and bond mutual funds. In essence, they are comfortable 
delegating their asset allocation decisions to retirement plan 
investment professionals. 

Interestingly, the trend in auto-enrollment and balanced funds has 
also led to an overall increase of plan participants’ allocation to 
stocks. In fact, more retirement accounts held equities at the end 
of 2014 than before the financial crisis in 2007, with more than 
90% of participants holding some percentage in stocks, according 
to the EBRI/ICI data.  

ABG’s 3(38) Solution - More Timely Than Ever 

With this increased allocation to balanced funds as a result of the 
rise of auto-enrollment and the acceptance of balanced funds as 
a default option, participants are showing an overall willingness 
to delegate their asset allocation decisions to retirement plan 
professionals. Now more than ever, when it comes to the 
appropriate selection of investment options for a retirement plan, 
expert guidance for plan sponsors is key. 

With this in mind, be sure to take advantage of ABG’s 3(38) 
investment management solution for retirement plans. Our team 
researches and screens the broad universe of mutual funds with 
the goal of providing a comprehensive yet manageable range of 
investment options to plan sponsors for inclusion in retirement 
plans. Contact your local ABG representative to learn more. ■

*According to a T. Rowe Price study.
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REDW’s Dennis Davis Promoted to Principal

REDW LLC, one of the Southwest’s 10 largest certified public 
accounting and business consulting firms and ABG’s Southwest’s 
sister company, is pleased to announce the promotion of Dennis 
Davis to Principal in its Albuquerque office effective July 1, 2016.

Dennis oversees all aspects of ABG Southwest, including operations, 
client experience and business development.

“Dennis has been an invaluable leader within our retirement plan 
administration team for 13 years,” said Carol Cochran, a Principal 
of REDW LLC. and its entity Alliance Benefit Group Southwest (ABG 
Southwest), as well as head of the Firm’s HR Consulting practice. 
“In every way, Dennis embodies the integrity and high ethical 
standards for which REDW and ABG Southwest are known.”

In addition to being a Senior Professional in Human Resources 
(SPHR) and Certified Employee Benefits Specialist (CEBS), Dennis 
holds the American Society of Pension Professionals & Actuaries’ 
designations of Qualified 401(k) Administrator (QKA), Qualified 
Pension Administrator (QPA), and Certified Pension Consultant 
(CPC). ■

ABG NEWS
ABG Member Spectrum Continues Growth 
Spectrum Acquires Plan Sponsor Services 

Spectrum Pension Consultants, Inc. (Spectrum), an independently 
owned licensee of ABG, is pleased to announce an agreement to 
purchase 100% of Plan Sponsor Services, LLC (PSS). 

To show the continued commitment to existing and future partners 
in Arizona, PSS will continue to be operated under the same Plan 
Sponsor Services, LLC trade name at www.pssplans.com. 

Spectrum Acquires Total Benefit Services 

Spectrum has also purchased the ERISA assets of Total Benefit 
Services (TBS). To show continued commitment to existing and 
future partners in Fresno, California, this newly-acquired TBS 
business will be operated by Fresno, California based Managing 
Consultant Amy McGuire.

Through both mergers, PSS and TBS clients and advisor partners 
will have access to Spectrum’s comprehensive suite of technology 
and management services delivered through a high-quality 
customer service platform. 

Spectrum’s 37+ years in the retirement management business, 
ABG membership, and professionally qualified staff assures they 
are well positioned for the task of continuing to provide quality 
plan management services to clients while continuing to grow the 
consulting segment nationwide.

To learn more about either acquisition, please click the links below. 
Spectrum Pension Consultants, Inc. an Alliance Benefit Group (ABG) 
member Acquires Plan Sponsor Services, L.L.C.

Spectrum Pension Consultants, Inc. an Alliance Benefit Group (ABG) 
member Acquires Total Benefit Services, Inc.

“We are delighted to enhance value 
to our clients by integrating PSS’ 
expertise in financial wellness 
and fiduciary consulting within 
Spectrum’s Business Services and 
Plan Services Segments,” said 
CEO Petros Koumantaros.

With more than 20 years of 
industry experience, Dennis is 
a seasoned benefits specialist 
who has worked with a diverse 
range of workplace benefit plans 
and clients. He is consistently 
recognized for his ability to 
make complex topics easy to 
understand, and his extensive 
knowledge and experience 
allows him to take a holistic view 
of benefit programs, seeking to 
maximize value for employers 
and employees alike. 

http://www.globenewswire.com/news-release/2016/06/15/848893/0/en/Spectrum-Pension-Consultants-Inc-an-Alliance-Benefit-Group-ABG-member-Acquires-Plan-Sponsor-Services-L-L-C.html
http://www.globenewswire.com/news-release/2016/06/15/848893/0/en/Spectrum-Pension-Consultants-Inc-an-Alliance-Benefit-Group-ABG-member-Acquires-Plan-Sponsor-Services-L-L-C.html
https://globenewswire.com/news-release/2016/08/31/868593/0/en/Spectrum-Pension-Consultants-Inc-an-Alliance-Benefit-Group-ABG-member-Acquires-Total-Benefit-Services-Inc.html#.V8c1A-FYjtw.email
https://globenewswire.com/news-release/2016/08/31/868593/0/en/Spectrum-Pension-Consultants-Inc-an-Alliance-Benefit-Group-ABG-member-Acquires-Total-Benefit-Services-Inc.html#.V8c1A-FYjtw.email
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THE IRS AND DOL FOCUS ON 
ADMINISTRATION AND FIDUCIARY 
INVESTIGATIONS 
The IRS and U.S. Department of Labor (“DOL”) have shifted their 
focus from document and reporting compliance to the review of 
qualified retirement plan compliance in terms of administration 
and fiduciary responsibilities. Enhanced examination programs 
and an expanded staff are now in place to review the activities and 
operations of qualified retirement plans and their fiduciaries. 

Of IRS Interest

The IRS is primarily responsible for the tax qualification of plans, 
including eligibility, vesting, discrimination and distributions among 
other issues. Particular areas of enforcement and concern include:

• Plan documentation, including required amendments

• Plan operations and administration based on plan document 
terms

• Employee eligibility and participation 

• Correct use of the plan definition of compensation

• Plan contributions made to appropriate employees

• Plan satisfaction of statutory limits and nondiscrimination 
tests

• Timely deposit of employee deferrals

• Participant distributions meeting the plan document and 
statutory requirements

• Completion of annual filings 

Under DOL Scrutiny

The DOL is primarily responsible for the fiduciary operation of plans 
including reporting, disclosure, asset management and prohibited 
transactions among other issues. The Employee Benefits Security 
Administration, which is under the DOL, is responsible for the 
administration and enforcement of ERISA requirements. The goal 
is to protect the pension, health and other benefits of participants 
in private sector employee benefit plans. 

Both civil and criminal investigations are conducted by the 
Employee Benefits Security Administration. Matters that warrant 
investigation include:  

Civil Violations:
• Failure to operate the plan prudently and for the exclusive 

benefit of participants

• Using plan assets to benefit certain related parties to the 
plan, including the plan administrator, the plan sponsor, and 
parties related to these individuals

• Failure to properly value plan assets at their current fair 
market value or to hold plan assets in trust

• Failure to follow the terms of the plan (unless inconsistent 
with ERISA)

• Failure to properly select and monitor service providers

• Taking any adverse action against an individual for exercising 
his or her rights under the plan 

Criminal Violations: 

Violations involving employee benefit plans under the U.S. Criminal 
Code, including:

• Theft or embezzlement from plans 

• False statements or concealment of facts in relation to 
required documents 

• Offer, acceptance, or solicitation to influence operations of 
plans 

Preparation Is The Best Practice

There are significant penalties that can be assessed against 
the plan sponsor and fiduciaries for failure to comply with the 
requirements of ERISA. Therefore, it is important to be familiar with 
the areas of enforcement and concern for each agency. In addition, 
an understanding of the penalties for failing to properly operate a 
plan as well as the programs available to correct plan errors is key. 

The best preparation for IRS or DOL investigations is periodic 
compliance assessments with the assistance of knowledgeable 
advisors and the completion of various agency correction programs 
as needed. Importantly, if either the IRS or DOL contacts a plan 
sponsor to begin the review process, the plan sponsor should engage 
experienced retirement professionals to review the agency notices 
and assist with the process. An investigation can entail document 
and administration review as well as agency correspondence and 
interviews. To learn more about how ABG can help, contact your 
local ABG representative. ■
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TAX TALK
In this issue of Tax Talk, we update you on important upcoming compliance deadlines for defined contribution plans.

Upcoming Compliance Deadlines 
October 2016

October 15 • Extended deadline for filing Form 5500
• Deadline for adopting a retroactive amendment to correct an Internal Revenue Code (IRC) 

Section 410(b) coverage or Section 401(a)(4) nondiscrimination failure for prior year
• Extended deadline for filing tax returns for unincorporated businesses and final contribution 

deadline for deductibility for these entities
December 2016

December 1 • Deadline for sending annual 401(k) and (m) safe harbor notice
• Deadline for sending annual qualified default investment alternative (QDIA) notice
• Deadline for sending annual automatic contribution arrangement notice

For administrative ease, a combined notice may be provided for the above notices.

December 15 • Extended deadline for distributing Summary Annual Report (SAR) to participants.
December 31 • Deadline for processing corrective distributions for failed prior year

• ADP/ACP test with 10% excise tax
• Deadline for correcting a failed prior year ADP/ACP test with qualified nonelective 

contributions (QNEC)
• Deadline for amendment to convert existing 401(k) plan to safe harbor design for next plan 

year
• Deadline for amendment to remove safe harbor status for next plan year
• Deadline for amending plan for discretionary changes implemented during plan year

DID YOU KNOW?
• U.S. retirement assets (DB plans, DC plans, IRAs) reached a record $24.5 trillion as of 6/30/16, up +76% from its $13.9 trillion 

total as of 12/31/08 (source: Investment Company Institute). 

• 24% of 1,000 pre-retirees surveyed in the first quarter 2016 believe they will need to accumulate at least $1 million in order to 
“live comfortably” during their retirement years, up from 15% in 2005 (source: Employee Benefit Research Institute Retirement 
Confidence Survey). 

• Just 1 in 7 workers surveyed (14%) have accumulated retirement assets of at least $250,000 not counting the value of their 
primary residence or the present value of any pension plan they have (source: EBRI). ■
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(continued from page 6)

the growth in retirement and health and welfare accounts, there 
cannot be a one-size-fits-all approach. 

Therefore, complementing the work done in 2011 and 2015, 
the 2016 Council has begun to focus on scalable elements of 
management strategies that help minimize the exposure of a 
cyberattack on plan participants’ data. The Council anticipates 
that one of the outcomes of the meetings will be materials to help 
plan sponsors create a risk management strategy and incorporate 
cybersecurity into the vendor selection and monitoring process.

Multiple Vantage Points

In terms of developing a cybersecurity plan, plan sponsors should 
consider the possibility of security breaches from multiple vantage 
points including the following three:   

• Third-party vendors with access to firm networks or data 
have the potential to increase a plan sponsor’s cybersecurity 
risk in the event of a cyberattack. One notable example: The 
hackers who stole 40 million credit and debit card numbers 
from Target obtained access by stealing the login credential 
of a heating-and-air-conditioning contractor.

• Employees could additionally cause a breach in 
cybersecurity. Many times, it’s an unintentional action such 
as misplacing a laptop, accessing client data through an 
unsecured internet connection or opening email messages 
and downloading attachments. 

• Plan participants can cause a breach individually which 
could be potentially damaging to a plan participant’s 
account. A few examples of cyberattacks on a retirement 
account include:

 » Phishing. Via email, a criminal masquerades as a bank 
or institution that the victim has a relationship with to 
solicit personal data.

 » Malware. Criminals access personal data through the 
use of malicious software. 

 » Ransomware. Criminals collect information about their 
victims and withhold access to a computer system or 
account until a sum of money is paid.

Taking A Cue From The SEC

Due to the extensive damage that can be caused by a cyberattack, 
plan sponsors may want to enlist best practices now if they have 

not already done so. The Securities and Exchange Commission 
(SEC) has made cybersecurity a priority in 2016 when conducting 
examinations of registered broker-dealers and investment 
advisers. Its Risk Alert memo highlighted the following areas of 
focus to determine cybersecurity preparedness and provides a 
good starting point:

• Governance and risk assessment processes tailored to 
the business. Are firms periodically evaluating cybersecurity 
risks? Are controls and risk assessment processes tailored 
to their business?

• The implementation of rights and controls. How have firms 
prevented unauthorized access to systems or information? 
What kind of multifactor authentication could prevent 
unauthorized access?

• Preventing data loss.  How do firms monitor content 
transferred outside the firm by employees or third parties? 
How do firms verify the authenticity of a customer request to 
transfer funds?

• Controls related to vendor management. How is vendor 
selection, monitoring and oversight and contract terms 
incorporated into the ongoing risk assessment process? 
How does the firm determine the appropriate level of due 
diligence on a vendor?

• Employee and vendor training. Which vendors have network 
or data access and what controls are in place to mitigate 
cybersecurity risks? What training is facilitated with vendors? 
How do you conduct training tailored to job functions? 

• Responding to incidents. What are the firm’s policies and 
procedures related to cybersecurity incident response? Do 
you have a responsive remediation effort that will be taken 
in the event of a cyberattack? 

While cybersecurity is complex, it is worth the time to study 
and adopt best practices and keep up with the changing cyber 
landscape. As always your local ABG representative is available to 
you as a resource for any questions you may have. ■

CYBERSECURITY:  
IMPLEMENTING BEST PRACTICES 
FOR PLAN SPONSORS
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